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Compare three disaster recovery solutions
By Mike Talon
When dealing with disaster recovery and business continuity planning, organizations sometimes focus more on the nature of the disaster and less on the actual solutions needed to protect the company's operations. After all, discussing potential earthquakes, floods, or even a power outage is usually more exciting than weighing the merits of tape backups over replication tools.

However, the solution your organization chooses can really make a difference. You have a myriad of recovery solutions to choose from as well as a large selection of vendors.

At the end of the day, nearly all solutions fall into one of three categories of recovery protection. In many cases, the same product will address more than one type of recovery, so it's important that companies do their research to find the best combination of price and functionality flexibility.

To start you off on the right foot, let's review these three major categories. No matter which combination of technologies you use, knowing the differences between them will help your organization find the right solutions for its business needs.

Disaster recovery

While often used as a catch-all term for any recovery method, the definition of DR usually entails the restoration of data from a copy to a system that's either available or quickly acquired and configured for use. The basic concept behind this term is getting data off live production systems and keeping it someplace safe.

The most common example of a DR solution is a tape backup system, which allows you to store a copy of any data on a server system in any location that you’d like. This definition can also include systems designed to store data on spinning disk, instead of offline tape, either locally or in a remote location.

The main benefits of DR systems are that they're generally cross-platform and centrally managed. This makes them very easy to use under most circumstances; however, as with any technology, you can easily find yourself in over your head if you don’t work things step-by-step.

The main drawbacks of DR solutions are that you need to move tape-based media off-site, or you risk losing the taped data along with the production systems in a disaster. In addition, you must restore the data to another system before you can resume operations, which could take a significant amount of time.

High availability

HA solutions refer primarily to systems that offer the ability to immediately resume operations with a minimum of downtime using new hardware that you've preconfigured at the same physical site to stand in for a failed machine. While it's theoretically possible to provide HA to another physical site, these solutions often demand the same networking properties (in terms of IP address and other settings) that the production system uses.

Most systems combine some form of replication tool with monitoring and failover automation tools to provide this functionality. In some cases, you must use a combination of vendor tools to get both sides of that equation.

The main benefits of HA systems are that they offer the ability to resume operations without restoration efforts, typically with very little downtime, and little to no client-side reconfiguration.

The main drawbacks of HA systems are that they tend to be more expensive than simple DR solutions, and they also tend to be platform-specific due to the complexities of the failover process.

Remote availability (RA)

RA solutions take the idea of HA and extend it to include other physical locations and networks. While the same principles apply, you now need to deal with WAN links and other limiting factors that don’t usually exist within a single data center.

You must also determine if end users will be able to work with the systems in another location. In addition, you'll need to update client-side apps to make them function properly.

For all of these drawbacks, the benefits to RA systems are simple and profound: You gain the ability to survive a disaster that incapacitates an entire data center. This level of insurance can easily become well worth the expense and headaches of implementing it.

Determine if tape backups play a role in your DR solution

In the event of a disaster, one recovery solution is an offline copy (or a near-line copy on disk resources). This basic level of data protection can be quite effective for operations that have a recovery time objective (RTO) that's roughly one or more business days and a recovery point objective (RPO) that's about the same.

Tape systems are the primary methodology used to implement DR solutions. These systems take point-in-time copies of the organization's data and commit them to removable media (i.e., the tapes), which the company can then store in a safe facility.

In many cases, this means that a designated employee takes the backup tapes and places them in a safer location. However, many services are available that can manage tape storage for your organization.

While you can keep the tapes at the same location where you generated them, you risk losing both the production and backup data if a physical disaster, such as fire or a flood, hits your site. So storing tape backups in a safe, different location is a better choice.

Most DR solutions perform backups on a daily, weekly, or monthly basis—or even a combination of all three. You can perform a full backup, where you copy all data to tape during each backup. You can also create a combination of full, incremental, and differential backups, where you back up only changed files to disk after completing the full backup.

In addition to tape-based backup systems, many products offer the ability to send a copy of your data from one server to another. This method involves storing data on disk rather than storing it offline on tape. You can find such replication solutions that allow you to take either point-in-time copies (snapshots) or allow for storage of real-time copies of the data in one or multiple locations.

Because the DR approach doesn’t require the installation or configuration of applications until it's time to restore, you can often protect multiple production servers to a single destination server, reducing your overall budget for DR systems.

As with tape, you can configure these systems to store data locally. Of course, using only local copies creates the possibility that a site loss would also result in massive data loss as well.

Using a combination of both local and off-site copies--or, at the very least, off-site copies only—allows for greater overall protection.

For the many servers that hold relatively static data that doesn’t change very often and can be down for a period of time in the event of a major disaster, DR solutions are a good combination of protection and price.

Learn the pros and cons of high-availability systems

In the grand scheme of business continuity planning, HA systems can play a small but vital role in resuming business activities in the event of smaller--but still critical--system failures. Specifically, HA can help prevent difficult and inconvenient rerouting issues and other failover snags, problems often encountered when relying on remote-availability solutions.

In cases where cost and failover time are important issues, you must create failover scenarios for your critical data systems that won’t break the bank and won’t have long failover times. The answer is an HA solution, which offers the ability to fail over locally to readily available and preconfigured systems designed to stand in for the failed system.

HA systems offer several advantages. You can generally fail over very quickly, using “hot-standby” servers that don't require powering up, rebooting, or configuration. This also means that you don't have to reroute end users because the failover systems are usually on the same IP segment as the primaries.

However, when implementing an HA system, you must be aware of two major drawbacks. Fortunately, you can easily overcome both issues with the proper planning.

HA systems share the first drawback with local disaster recovery solutions. A loss of the physical site could result in the destruction of the backup systems as well as the production systems.

You can avoid this by either replicating data off-site (to much fewer servers and with much less infrastructure) and/or by removing tape backup media to off-site storage locations. Either of these steps can provide the ability to recover from both small and data-center-level disasters, albeit with different recovery point objectives.

The second drawback is that failover solutions of any kind--both local and remote--are much more complex than simple DR solutions. You must configure additional server systems to stand in for one or more production systems, keeping in mind that some systems will not support many-to-one failover.

While this drawback is not necessarily difficult to overcome, you can't overlook it. Make sure to prepare for the implementation with training, professional services, and other methods of getting over the learning curve.

HA systems allow organizations to fail over much faster than remote failover, and they offer a greater level of protection for critical systems than DR alone. If you can overcome the complexity issues involved in the implementation--and still plan effectively for site-wide disasters--you can create a solution that meets the needs of your organization and the bottom line as well.

Learn the pros and cons of remote-availability systems

When preparing for a disaster, the ability to fail over to a remote location with a minimum of downtime can definitely offer advantages. While remote-availability solutions offer both pros and cons, these solutions play a role in many business continuity plans.

On the plus side, RA offers the ability to resume data-system activities in another physical location in the event that the primary location becomes unavailable. While you may think that losing an entire physical location and/or data center to a disaster sounds like an unlikely occurrence, recent history offers several cases in point.

The blackout that plowed through the northeastern United States last August is one example; the series of devastating hurricanes in Florida earlier this year is another. Both of these disasters were unexpected, offered little--if any--opportunity for preparation or immediate action, and completely cut off employees and external resources from internal data systems. Those companies that had enacted RA solutions were able to get their information systems up and running at another physical location, one unaffected by either localized or more widespread disasters.

Tornados, fires, floods, blackouts, and other natural or even man-made disasters often give no warning, and nearly all of them cause at least temporary outages of primary data facilities. Without RA, once your uninterruptible power supply (UPS) or diesel generators give out, you're out of luck.

But RA systems also have some drawbacks. First of all, they're almost always a massive expense. You need space to store the alternate systems, which can be expensive.

While it's preferable to have this space completely under your organization's control, you can also rent or share space with other companies. But this space typically comes at a premium, since it traditionally offers data-center-level architecture and infrastructure. Your company could cut costs by using normal office space in another location, but this risks your failover solution causing a failure itself.

In addition, you need to provide redundant hardware. While it's often possible to protect multiple systems with a single system on the RA side, you must be aware of applications that don’t support a many-to-one failover. For example, single-instance applications (such as Microsoft Exchange Server and many fax applications) nearly always require a one-to-one configuration for failover, both locally and remotely.

You must also ensure that you have enough bandwidth to the remote site to support replication of data via one or many methods. Hardware and software replication tools both require bandwidth, and different systems of the same general type can widely vary in their requirements.

Your organization may also need to transport backup media such as tapes and optical drive media to the DR site in order to perform restoration of those systems and components that you can't replicate for one reason or another.

In spite of these concerns, RA solutions are a very valid and, in many cases, vital part of an overall business continuity plan. If your organization can withstand the budget and other requirements, it's a great way to ensure that your systems can go beyond a single-site disaster.

Mike Talon is an IT consultant and freelance journalist who has worked for both traditional businesses and dot-com startups.
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